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DECI S| ON ON APPEAL

This is a decision on the appeal under 35 U S. C. § 134
fromthe final rejection of clains 1, 4-9, and 12-16. W

reverse.
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BACKGROUND

The invention at issue in this appeal relates to validity
checking in a conputer network. Validity checking exam nes
data froma conputer programto learn if unwanted instructions
are present. Such checking nay detect a conputer virus before

it is executed.

In a conputer network, each workstation may include its
own validity checking software. Upon boot-up, each
wor kstation runs its software to check for instructions
indicative of a virus. Such an arrangenent occupi es nmenory
space in each workstation. Updating validity checking program
files and data files is |aborious, noreover, because each

wor kst ati on nmust be updat ed.

The invention enpl oys networked workstations and a server
to conduct validity checking w thout the aforenenti oned nenory
capacity and updating problens. Specifically, one of the
wor kst ati ons copies a conputer programthat requires checking
to the server. The server runs software to check for

instructions indicative of a virus and reports the results of
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the check to the workstation. Under this arrangenent,
validity checking software need only be stored on the server.
Updating of validity checking programfiles and data files,

nor eover, need only be done to the server.

Claim 1, which is representative for our purposes,
fol |l ows:

Caimil. A nethod for checking the validity of
an itemof data stored for access by a first data
processor of a data processing network conprising at
| east two interconnected data processors, the nethod
conprising the steps of:

storing for access by a second data processor a
plurality of definitions of forns of data indicative
of invalidity of itens of data;

causing the first data processor to provide the
second data processor with a copy of the item of
dat a;

determ ning, using the second data processor,
whet her any of the stored fornms of data are present
in the itemof data and declaring the item of data
invalid if any of the stored fornms of data are
present in the item of data;

reporting to the first data processor on the
validity of the itemof data; and

causing the first data processor to prevent
access to the itemof data if the itemof data is
decl ared as invalid.
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The references relied on in rejecting the clainms foll ow

Fr anci sco 4,845, 715 Jul. 4, 1989
Giswld et al. WOH93/ 01550 Jan. 21,
1993.

(Giswol d)

(Publ i shed PCT Application)

Clainms 1, 4-9, and 12-16 stand rejected under 35 U.S. C
§ 103 as obvi ous over Francisco in view of Giswold. Rather
than repeat the argunents of the appellants or exam ner in
toto, we refer the reader to the briefs and answers for the

respective details thereof.

OPI NI ON
In reaching our decision in this appeal, we considered
the subject matter on appeal and the rejection advanced by
the exam ner. Furthernore, we duly considered the argunents
and evidence of the appellants and exam ner. After
considering the totality of the record, we are persuaded that
the exam ner erred in rejecting clains 1, 4-9, and 12-16.

Accordi ngly, we reverse.
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We begin by noting the followng principles fromln re
Rijckaert, 9 F.3d 1531, 1532, 28 USPQ@d 1955, 1956 (Fed. Cr
1993) .

In rejecting clains under 35 U.S.C. Section 103,

t he exam ner bears the initial burden of presenting
a prim facie case of obviousness. In re Cetiker,
977 F.2d 1443, 1445, 24 USPQR2d 1443, 1444 (Fed. G
1992). Only if that burden is met, does the burden
of comng forward with evidence or argunent shift
to the applicant. [1d. "A prim facie case of

obvi ousness is established when the teachings from
the prior art itself would appear to have suggested
the clained subject matter to a person of ordinary
skill inthe art." 1nre Bell, 991 F.2d 781, 782,
26 USP2d 1529, 1531 (Fed. Gr. 1993) (quoting In re
Ri nehart, 531 F.2d 1048, 1051, 189 USPQ 143, 147
(CCPA 1976)). If the examner fails to establish a
prima facie case, the rejection is inproper and w ||
be overturned. In re Fine, 837 F.2d 1071, 1074, 5
UsPQ@d 1596, 1598 (Fed. Cir. 1988).

Wth these in mnd, we analyze the appellants’ argunents.

The appel |l ants’ argunent foll ows.

Virus instructions, such as "Junp" instructions,
page 7, line 15 et seq., are exenplary forns of data
indicative of invalidity that can appear within
mul ti ple unrel ated prograns and data files, and bear
no relationship to Francisco's unique EIDs that are
separate from and uni quely associated with a single
program For this reason, the Exam ner's
interpretation of the clainmed "forns of data
indicative of invalidity" is also expressly contrary
to the definition provided in the instant
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specification. (Reply Br. Addressing Supp.
Exam ner’s Answer at 4.)

The exam ner replies, “The determ nation of the electronic
indiciais a determnation of what is ‘in” the program The
conparison of the indicia indicates a formof data that is
invalid.” (Supplenental Examner’s Answer at 2.) W agree

with the appellants.

“Clains are not interpreted in a vacuum but are part of

and are read in light of the specification.” Slinfold Mg.

Co. v. Kinkead Indus., Inc., 810 F.2d 1113, 1116, 1 USPQd

1563, 1566 (Fed. Cir. 1987) (citing Hybritech Inc. v.

Monocl onal Anti-bodies, Inc., 802 F.2d 1367, 1385, 231 USPQ

81, 94-95 (Fed. Cir. 1986); In re Mattison, 509 F.2d 563, 565,

184 USPQ 484, 486 (CCPA 1975)). Here, clainms 1 and 4-8 each
specifies in pertinent part the following limtations:

storing for access ... a plurality of
definitions of forns of data indicative of
invalidity of itens of data;

determning ... whether any of the stored forns
of data are present in the itemof data and
declaring the itemof data invalid if any of the
stored forns of data are present in the itemof data
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Simlarly, claims 9 and 12-16 each specifies in pertinent part
the followng [imtations:

storage neans ... for storing a set of
information defining data of a plurality of
characteristic forns that are indicative of
invalidity;

means ... for testing for the presence of data
of any of the characteristic forns, in the item of
data, and generating a validity signal indicative of
whet her data of any of the characteristic forns has
been detected in the itemof data ....

The appel lants’ specification defines the limtations as
fol |l ows.

| nformati on defining the characteristic forns of
data indicative of the file's validity or invalidity
is stored at the file server. These characteristic
forms may indicate whether the file contains
unwant ed data, such as a virus, or whether it has
been aut horized for or barred fromuse. For a
virus, for exanple, the characteristics may indicate
the formof data characteristic of the virus such as
instructions found at the start of the file
(typically "junp" instructions) or elsewhere in the
file, which for sonme viruses nmay appear in any
sequence. (Spec. at 7-8.)

Reading the clainms in light of the specification, we interpret
the limtations as reciting the testing of a conmputer program
or file for the presence of instructions that are

characteristic of a conmputer virus such as junp instructions.
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The exam ner fails to show a teaching or suggestion of
the limtations in the prior art. Francisco s electronic
indicia, on which the exam ner relies, are not instructions at
all. Each electronic index is a nuneral that is “uniquely
characteristic of the total nunber of binary 1's and binary

0's of a software program.... Franci sco, abs., Il. 4-5.
Moreover, the indicia do not indicate the invalidity of data.
The exam ner admts, “Francisco does not store forns of data
which are indicative of invalidity of data.” (Final Rejection
at 2.) Rather than indicating the invalidity of data, the

el ectronic indicia “uniquely and selectively identif[y] the

submtted program” Col. 2, IIl. 28-29.

Furthernore, the reference does not test a conputer
programor file for the presence of the electronic indicia let
al one for the presence of instructions that are characteristic
of a conputer virus. The exam ner admts that Francisco
i nstead perforns “conparison of the indicia ....”

(Suppl enental Exam ner’s Answer at 2.) Mre specifically,

Franci sco conpares “first and second el ectronic identification
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indicia 12 and 34 for the selected ProgramS ....” Col. 3,

1. 1-9. Giswdld does not cure the defects of Francisco.

For the foregoing reasons, we are not persuaded that the
prior art would have suggested the Iimtation of testing a
conputer programor file for the presence of instructions that
are characteristic of a conputer virus such as junp
instructions as clainmed. The exam ner has not established a

prima facie case of obviousness. Therefore, we reverse the

rejection of clains 1, 4-9, and 12-16 under 35 U S.C. § 103.

CONCLUSI ON
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To sunmari ze, the examner’s rejection of clains 1, 4-9,

and 12-16 under 35 U.S.C. 8 103 is reversed.

REVERSED

LEE E. BARRETT
Adm ni strative Patent Judge

BOARD OF PATENT

M CHAEL R FLEM NG APPEALS
Adm ni strative Patent Judge AND
| NTERFERENCES

LANCE LEONARD BARRY
Adm ni strative Patent Judge
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